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Motivation
Many formal methods and tools exist to make program analysiseasier for objet-oriented languages (JML, Jahob, Krakatoa, Spe♯,...). But :

◮ most based upon Java/C♯, only allow single inheritane andinterfaes
◮ all restrited to the soure-ode level
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◮ ombines two di�erent shemes of multiple inheritane
◮ must take are of performane
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◮ Our ompanion : The Coq proof assistant !
◮ a language and software to write mathematial spei�ationsand mehanially prove theorems about those spei�ations.(Other examples are ACL2, Isabelle/HOL, et.)
◮ Proofs are not automati, but interative and the proverreheks the proof input by the user.
◮ Coq also allows to extrat trustworthy programs from proofs.
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Component(plug)PluggedDevie
Clok(time) (volume)Radio(swith) s t r u  t PluggedDev ie {i n t p lug ;}s t r u  t Component : P luggedDev ie {i n t sw i t  h ;}s t r u  t Clok : Component {i n t t ime ;}s t r u  t Radio : Component {i n t volume ;}
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A brief overview of C++ multiple inheritaneA onrete implementationResultsConlusion and perspetivesTwo kinds of multiple inheritane
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s t r u  t PluggedDev ie {i n t p lug ;}s t r u  t Component : v i r t u a l PluggedDev ie {i n t sw i t  h ;}s t r u  t Clok : Component {i n t t ime ;}s t r u  t Radio : Component {i n t volume ;}s t r u  t Alarm : Clok , Radio , Component {i n t alarmTime ;}Ramananandro & Leroy Conrete objet layout for C++ multiple inheritane in Coq
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◮ Previous works :
◮ Rossie & Friedman(OOPSLA'95)
◮ Wasserrab, Nipkow & al.(OOPSLA'06)

◮ Path from the full lass or avirtual base, to the dynamitype of the pointer, only throughnon-virtual inheritane.
◮ If D derives from B , then everyvirtual base of D is a virtualbase of B .Ramananandro & Leroy Conrete objet layout for C++ multiple inheritane in Coq
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◮ From Alarm to Component :
◮ Alarm :: Clok :: Component:: nil
◮ Alarm :: Radio :: Component:: nil
◮ Alarm :: Component :: nil

◮ From Alarm to PluggedDevie :
◮ PluggedDevie :: nil
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A brief overview of C++ multiple inheritaneA onrete implementationResultsConlusion and perspetivesAbstrat objet representation : �eld aess and ast
Alarm ∗ a la rm = . . . ;Radio ∗ r a d i o =s t a t i _  a s t<Radio ∗>(a la rm ) ;i n t i = r ad i o−>volume ; Let alarm :=Ref (someBlokID,lassAlarm :: nil).Let radio :=Ref (someBlokID,lassAlarm :: lassRadio :: nil).Let i :=List.asso(lassAlarm :: lassRadio :: nil,fieldVolume)(heap someBlokID).fields.PluggedDev ie ∗ pda =s t a t i _  a s t<PluggedDev ie ∗>(a la rm ) ;P luggedDev ie ∗ pdr =s t a t i _  a s t<PluggedDev ie ∗>( ra d i o ) ; Let pda :=Ref (someBlokID,lassPluggedDevie :: nil).Let pdr :=Ref (someBlokID,lassPluggedDevie :: nil).Ramananandro & Leroy Conrete objet layout for C++ multiple inheritane in Coq
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A brief overview of C++ multiple inheritaneA onrete implementationResultsConlusion and perspetivesOur goal
◮ Choose a onrete implementation for objet layout
◮ Formalize it in Coq using the Compert memory model
◮ Formalize a ompilation of elementary objet operations (�eldaess, ast, method all) to this onrete implementation
◮ Show that this ompilation is sound wrt. abstrat objetrepresentation and high-level semantis
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A brief overview of C++ multiple inheritaneA onrete implementationResultsConlusion and perspetivesWhat is Compert ?
Leroy et al., sine 2005

◮ A veri�ed ompiler from C to PowerPC
◮ Compiler proved in Coq and obtained by extrationTheorem (Semantis preservation)If P is a C program and if the ompiler produes an assembly odePPPC , then any possible behavior of PC is also a possible behaviorof PPPC . Ramananandro & Leroy Conrete objet layout for C++ multiple inheritane in Coq



A brief overview of C++ multiple inheritaneA onrete implementationResultsConlusion and perspetivesHypotheses indued by Compert
◮ A memory model ommon to all intermediate languages
◮ Calling onventions for proedures in intermediate languages
◮ PowerPC target : 32-bit mahine integers and pointer o�sets
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A brief overview of C++ multiple inheritaneA onrete implementationResultsConlusion and perspetivesThe Compert memory modelLeroy and Blazy (2008)
◮ Memory is a olletion of bloks
◮ Eah blok is an array of byte ells
◮ A value an span several byte ells
◮ A pointer : blok ID and o�set within this blok

� -

� -

� -blok3 o�set0 2 31Vint3218blok 0 1 4 52 3
4 517.295 6 86

6
7
7 8Vint3242V�oat64 9Ramananandro & Leroy Conrete objet layout for C++ multiple inheritane in Coq



A brief overview of C++ multiple inheritaneA onrete implementationResultsConlusion and perspetivesDefinition load :hunk -> mem -> Compert.blokID -> Z-> option Compert.val := ...Definition store :hunk -> mem -> Compert.blokID -> Z -> Compert.val-> option mem := ...Definition hunk_size : hunk -> Z := ...Theorem load_store_other :forall m hunk1 blok1 offset1 val m',store hunk1 m blok1 offset1 = Some m' ->forall hunk2 blok2 offset2,blok1 <> blok2 \/offset1 + hunk_size hunk1 <= offset2 \/offset2 + hunk_size hunk2 <= offset1 ->load m' hunk2 blok2 offset2 =load m hunk2 blok2 offset2Ramananandro & Leroy Conrete objet layout for C++ multiple inheritane in Coq
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A brief overview of C++ multiple inheritaneA onrete implementationResultsConlusion and perspetivesA onrete implementation= 4 bytes�eld�eldint/ptr �eld�oat int/ptrOwn �elds (no inheritane)Repeated inheritane own �eldslass 1base base lass 2Virtual inheritane�elds for non-virtualinheritane virtual base 2virtual base 1(only non-virtual inheritane �elds for eah virtual base)Ramananandro & Leroy Conrete objet layout for C++ multiple inheritane in Coq



A brief overview of C++ multiple inheritaneA onrete implementationResultsConlusion and perspetivesA onrete implementation : example
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A brief overview of C++ multiple inheritaneA onrete implementationResultsConlusion and perspetivesMethodology
◮ We axiomatize expeted properties about objet �eld o�sets(whih are easily deidable).
◮ The atual o�sets are expeted to be omputed by an externalorale.
◮ The output of the orale may be heked by a formally veri�edvalidator.
◮ The expeted properties may leave �exibility wrt. alignmentand padding, or to allow the orale to use a partiular strategy.Ramananandro & Leroy Conrete objet layout for C++ multiple inheritane in Coq



A brief overview of C++ multiple inheritaneA onrete implementationResultsConlusion and perspetivesOwn lass �eldsVariable own_offsets : ident -> FieldSignature.t -> Z.Hypothesis own_offsets_dont_overlap :forall lass f1 f2,f1 <> f2 ->own_offsets lass f1 + size f1 <= f2 \/own_offsets lass f2 + size f2 <= f1.Variable bound : ident -> Z.Hypothesis own_offsets_le_bound :forall lass f o,own_offsets lass f + size f <= bound lass.Ramananandro & Leroy Conrete objet layout for C++ multiple inheritane in Coq



A brief overview of C++ multiple inheritaneA onrete implementationResultsConlusion and perspetivesOwn lass �eldsVariable own_offsets : ident -> FieldSignature.t -> Z.Hypothesis own_offsets_dont_overlap :forall lass f1 f2,f1 <> f2 ->own_offsets lass f1 + size f1 <= f2 \/own_offsets lass f2 + size f2 <= f1.Variable bound : ident -> Z.Hypothesis own_offsets_le_bound :forall lass f o,own_offsets lass f + size f <= bound lass.Ramananandro & Leroy Conrete objet layout for C++ multiple inheritane in Coq



A brief overview of C++ multiple inheritaneA onrete implementationResultsConlusion and perspetivesRepeated inheritane
◮ As we already know for eah lass a bound on the size of own�elds (without inheritane), all it remains is to assign an o�setfor eah immediate non-virtual base lass of the lass.
◮ This step reserves extra spae for pointer to virtual table.
◮ Optimization : no extra spae is reserved for the vtable pointerof the �rst non-virtual immediate base lass (�primary base�).
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A brief overview of C++ multiple inheritaneA onrete implementationResultsConlusion and perspetivesRepeated inheritane
6 66 6

Repeated inheritane own �elds
≥ 4= 0o�setlass 1 own �elds start total non virtual sizeo�setbase base lass 2

≥ o�set of b 1 + total non virtual size of b 1of b 2of b 1
Ramananandro & Leroy Conrete objet layout for C++ multiple inheritane in Coq



A brief overview of C++ multiple inheritaneA onrete implementationResultsConlusion and perspetivesField o�set for non-virtual inheritane
Fixpoint non_virtual_offset (path : list ident) : Z :=math path with| _::nil => 0| a::b::q => offset_of_in b a + non_virtual_offset (b::q)end.
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A brief overview of C++ multiple inheritaneA onrete implementationResultsConlusion and perspetivesVirtual inheritane
◮ If D inherits from B , then every virtual base of B is a virtualbase of D.
◮ So it is wise to treat virtual inheritane only when thenon-virtual inheritane tree is entirely treated.
◮ For eah lass D, the orale is expeted to give an o�set(relatively to D) of every virtual base of D.Virtual inheritane�elds for non-virtualinheritane virtual base 2virtual base 1(only non-virtual inheritane �elds for eah virtual base)Ramananandro & Leroy Conrete objet layout for C++ multiple inheritane in Coq



A brief overview of C++ multiple inheritaneA onrete implementationResultsConlusion and perspetivesVirtual o�set and �eld o�setDefinition virtual_offset(l : ident) (p : list ident) : Z :=virtual_offset_of_in (first p) l+ non_virtual_offset p.Definition field_offset (l : ident)(p : list ident)(f : FieldSignature.t) : Z :=virtual_offset l p+ own_fields_start (last p)+ own_field_offset (last p) f.A lass is never a virtual base of itself, but its o�set relatively toitself is onsidered to be 0, so as to treat non-virtual inheritane.Ramananandro & Leroy Conrete objet layout for C++ multiple inheritane in Coq
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A brief overview of C++ multiple inheritaneA onrete implementationResultsConlusion and perspetivesCompilation of �eld aessA onrete state holds a onrete memory along with aorrespondene between an abstrat heap blok (abstrat objetslot) and an o�set within the onrete heap in the onrete memory.Reord state : Set := make_state {heap_blok : Compert.blokID;m : mem;blok_mathing : heapBlokID -> Compert.blokID}.
Ramananandro & Leroy Conrete objet layout for C++ multiple inheritane in Coq



A brief overview of C++ multiple inheritaneA onrete implementationResultsConlusion and perspetivesCompilation of �eld aessDefinition aess_field(objRef : heapBlokID)(path : list ident)(f : FieldSignature.t)(abstrat_heap : heap -> option objet)(s : state)option Compert.val :=math abstrat_heap objRef with| Some objet =>load (sizeof f) s.m s.heap_blok(s.blok_mathing objRef+ field_offset objet.lass path f)| None => Noneend. Ramananandro & Leroy Conrete objet layout for C++ multiple inheritane in Coq
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A brief overview of C++ multiple inheritaneA onrete implementationResultsConlusion and perspetivesMathing valuesIndutive math_values(abstrat_heap : heapBlokID -> option objet)(s : state) :value -> Compert.val -> Prop :=| ...| math_value_ref : forall objRef objet path,abstrat_heap objRef = Some objet ->offset = MahineInteger.repr (s.blok_mathing objRef+ virtual_offset objet.lass path) ->math_values(Ref objRef path)(Vptr s.heap_blok offset)| ... Ramananandro & Leroy Conrete objet layout for C++ multiple inheritane in Coq



A brief overview of C++ multiple inheritaneA onrete implementationResultsConlusion and perspetivesSoundness of �eld aessTheoremThe following invariant :forall abstrat_heap objRef objet,abstrat_heap objRef = Some objet ->forall path field absval,List.asso (path, field) objet.fields = Some absval ->forall state, exists onval,aess_field objRef path field abstrat_heap state= Some onval/\ math_values abstrat_heap state absval onval.holds when a �eld is modi�ed.Ramananandro & Leroy Conrete objet layout for C++ multiple inheritane in Coq



A brief overview of C++ multiple inheritaneA onrete implementationResultsConlusion and perspetivesGood �elds propertyThe most tehnial lemma.Theorem fields_do_not_overlap :forall l : ident,forall p1 p2 : list ident,forall f1 f2 : FieldSignature.t,(p1, f1) <> (p2, f2) ->forall o1 o2,field_offset l p1 f1 + size f1<= field_offset l p2 f2\/field_offset l p2 f2 + size f2<= field_offset l p1 f1.Ramananandro & Leroy Conrete objet layout for C++ multiple inheritane in Coq



A brief overview of C++ multiple inheritaneA onrete implementationResultsConlusion and perspetivesProof sketh
◮ fields_do_not_overlap proved step by step : �rst onsidertwo �elds of the same lass (trivial), then two �elds in thenon-virtual inheritane tree, then two �elds in the wholeinheritane tree.
◮ Additional bounding properties about �eld o�sets are neessaryto onvert Z integers into mahine integers.
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A brief overview of C++ multiple inheritaneA onrete implementationResultsConlusion and perspetivesVtable pointers
The same way, we show :TheoremField modi�ation does not hange pointers to virtual tables.

Ramananandro & Leroy Conrete objet layout for C++ multiple inheritane in Coq



A brief overview of C++ multiple inheritaneA onrete implementationResultsConlusion and perspetivesCasts
◮ Stati asts without virtual inheritane OK (arithmetis).
◮ Upasts with virtual inheritane need additional hypotheses onvirtual tables.

Ramananandro & Leroy Conrete objet layout for C++ multiple inheritane in Coq



A brief overview of C++ multiple inheritaneA onrete implementationResultsConlusion and perspetivesDynami method dispath
◮ Dynami dispath needs hypotheses on virtual tables.
◮ Thunks are urrently not supported : Compert and itsintermediate languages seem to model no onvenient way ofoptimizing them (e.g. funtions with multiple entry points)
◮ this pointer adjustment o�set assumed present along withmethod pointer in the virtual table. Under suh hypotheses,OK. However, it is ostly (additional memory aess needed ateah method all, even though onstant-time).
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A brief overview of C++ multiple inheritaneA onrete implementationResultsConlusion and perspetivesWhat has been done
◮ Our hoie of onrete objet layout is realisti insofar as ittakes onstant-time �eld aess and stati asts into aount.
◮ Our hoie of objet layout is sound wrt �eld aess(read/write).
◮ All stati asts are sound without virtual inheritane.
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A brief overview of C++ multiple inheritaneA onrete implementationResultsConlusion and perspetivesWhat still remains to do
◮ Optimization of virtual method all : maybe use of optimized�tail all� ?
◮ Objet onstrution and destrution (virtual tables are not thesame during onstrution as during the �normal� life of theobjet)
◮ Dynami ast : either use a swith, or formalize RTTI
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A brief overview of C++ multiple inheritaneA onrete implementationResultsConlusion and perspetivesOur work, a �rst step towards...
◮ A veri�ed ompiler based on Compert (Work in progress froma subset of C++ to the RTL intermediate language, anassembly-like language with an unbounded number ofregisters).
◮ Formal veri�ation of real-world Appliation Binary Interfaes(ABI)
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A brief overview of C++ multiple inheritaneA onrete implementationResultsConlusion and perspetivesThank you !

In Texas there are lots of �elds...Ramananandro & Leroy Conrete objet layout for C++ multiple inheritane in Coq
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