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Representing homogeneous data in memory
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Representing heterogeneous data in memory

struct S { char c1; int i ; char c2; };

struct T { struct S s; char c ; };

A naive representation:

c1 i c2

0 1

8

5 6

Correct �eld alignment requires padding:

c1 i c2

0 1 4 4 8 9

Reorder �elds to save space:

i c1 c2

0 4 5 6

A naive attempt:

s.i c
0 6 8 12

s

Reuse tail padding in s to store c:

s.i c
0 6 8

Reorder �elds in s to reuse inside padding:

c s.i

0 2 4 8

s.c1
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Focus of our work

A study of data layout for C++ objects.
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C++ multiple inheritance

C++ supports object-oriented features:

Objects can contain scalar �elds

Objects can contain embedded structure �elds

Objects can contain inheritance subobjects.

D

B1 B2 C

A A A

D

B1 B2 C

A A

repeated (non-virtual) inheritance shared (virtual) inheritance
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C++ multiple inheritance issues on data layout

Usual layout problems:

alignment padding

embedded structures: possibility of reusing padding?

Issues raised by multiple inheritance:

Dynamic type data (e.g. pointers to virtual tables)
I needed for dynamic cast, virtual function dispatch
I even �eld accesses through virtual inheritance
I not ordinary �elds, may be shared between subobjects

Object identity: two pointers to di�erent subobjects of the same type
must compare di�erent, even in the presence of empty bases.
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Empty classes

No data: no �elds, no dynamic type data

Widely used with STL and Boost libraries

In practice, compile-time information to tag structures

Usually minimal footprint with clever compilers

struct MyGreater:

std:: binary_function <int , int , bool > {

bool operator ()(int i, int j) const {

return i > j;

}

};
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Empty base layout

Minimal size storage, possibly zero (empty base optimization)
Object identity may require further padding

struct A { };
struct B1 : A { };
struct B2 : A { };
struct D : B1, B2 { char c ; };
D d

, t[2]

;
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Overview of our work

A formalization of a family of C++ object layout algorithms

A formalization of the semantics of C++ objects, with the main
interesting features:

I multiple inheritance
I virtual inheritance
I embedded structure �elds

A semantic correctness proof of such layout

All proofs done with the Coq proof assistant
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Outline

1 Formalization of the layout of C++ classes

2 Formal semantics of C++ object model

3 Real-world layout algorithms

4 Conclusion and perspectives
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Layout parameters

0

dtdsize

nvdsizeB1

B1 f V

nvdsizeV

dynamic

fo�C (f ) vbo�C (V )

fboundaryC

nvdsizeC

dsizeC

type data
for C and B1

({B1} = pbaseC )

non-virtual data of B1

non-virtual base data �eld data

non-virtual data virtual base data

data of C

nvdsizeB2
fdsize(f )

dnvbo�C (B2)

B2

dnvbo�C (B) is the o�set, within C , of the direct non-virtual base B of C
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Layout parameters
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Su�cient layout conditions

26 conditions deemed su�cient to make a layout semantically correct,
among which:

C2: fo�C (F ) + fsize(F ) ≤ nvsizeC

C9:
[fo�C (F1), fo�C (F1) + fdsize(F1))

# [fo�C (F2), fo�C (F2) + fdsize(F2))

Those conditions do not deterministically �x the o�sets and sizes, it is up
to the algorithm.
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Correctness of su�cient layout conditions

Lemma

Those conditions guarantee common sense properties about �elds and

bases:

two di�erent scalar �elds are stored in disjoint memory zones

�elds are correctly aligned

di�erent subobjects of the same type are stored at di�erent o�sets

scalar �eld writes do not impact dynamic type data
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Outline

1 Formalization of the layout of C++ classes

2 Formal semantics of C++ object model

3 Real-world layout algorithms
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History of formal semantics of C++ subobjects

First formalization: Rossie & Friedman, An algebraic semantics of

subobjects (OOPSLA'95)

First machine formalization: Wasserrab, Nipkow et al., An Operational

Semantics and Type Safety Proof for Multiple Inheritance in C++

(OOPSLA'06)
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Designating subobjects with paths

We extended those works to embedded structures and arrays.

nvD,B ::= D :: · · · :: B Non-virtual inheritance path

pD,B ::= (Repeated, nvD,B) B is a non-virtual base of D
| (Shared, nvV ,B) V is a virtual base of D

and B is a non-virtual base of V

subo ::= (idx , p, f )∗ (idx ′, p′) path to a subobject inside an array
through embedded structure array �elds
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A core language

We de�ned a core language for C++ multiple inheritance, featuring the
most interesting object-oriented features:

Stmt ::= var := var->C f Reading scalar �eld
or pointing to structure �eld

| var->C f := var Writing scalar �eld

| var := &var [var ]C Pointing to array cell

| var := static_cast〈A〉C (var) Static cast

| var := dynamic_cast〈A〉C (var) Dynamic cast

| . . . Structured control

No function calls: the need for dynamic type data is highlighted by
dynamic cast instead of virtual function calls.
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Compilation of object-oriented operations

[[x := x ′->CF ]] = x := load(scsizet , x
′ + fo�C (F ))

(if F = (f , t) is a scalar �eld of C )

[[x->CF := x ′]] = store(scsizet , x + fo�C (F ), x
′)

(if F = (f , t) is a scalar �eld of C )

[[x := x ′->CF ]] = x := x ′ + fo�C (F )

(if F is a structure array �eld of C )

[[x := &x1[x2]C ]] = x := x1 + sizeC × x2

[[x := x1 == x2]] = x := x1 == x2
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Compilation of casts

For static casts, there are two cases:
I For a non-virtual subobject pD,B = (Repeated, l):

[[x := static_cast〈B〉D(x ′)]] = x := x ′ + nvso�(l)

[[x := static_cast〈D〉B(x ′)]] = x := x ′ − nvso�(l)

I For a subobject through virtual inheritance pD,B = (Shared,V :: l), the
o�set of the virtual base V of C must be looked up in the dynamic
type data:

[[x := static_cast〈A〉C (x ′)]] =
t := load(dtdsize, x ′); x := x ′ + read_vboff(t,V ) + nvso�(l)

(reads through dynamic type data are left abstract)

Dynamic cast is compiled as a read through the pointer to dynamic
type data
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Semantics preservation

Theorem

If the layout algorithm satis�es the 26 su�cient conditions, then the

compilation scheme preserves the semantics of programs.

(V1,H1) (V2,H2)

(v1,m1) (v2,m2)

invariant invariant

+
low-level memory accesses

high-level C++

Ramananandro & al. (INRIA, TAMU) Formal verif. of object layout for C++ January 26th, 2011 20 / 43



Semantics preservation

Theorem

If the layout algorithm satis�es the 26 su�cient conditions, then the

compilation scheme preserves the semantics of programs.

(V1,H1) (V2,H2)

(v1,m1) (v2,m2)

invariant invariant

+
low-level memory accesses

high-level C++

Ramananandro & al. (INRIA, TAMU) Formal verif. of object layout for C++ January 26th, 2011 20 / 43



Outline
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3 Real-world layout algorithms
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Common vendor ABI layout algorithm

Application Binary Interface: agreement on data layout for programs
compiled by di�erent compilers for the same platform

Common vendor ABI designed by a consortium of compiler designers,
http://www.codesourcery.com/public/cxx-abi/

Initially for Itanium, then adopted by GNU GCC and almost all
compiler builders and platforms (except Microsoft)

A fairly complicated algorithm, di�cult to implement
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Common vendor ABI layout algorithm

[C++FDIS] The Final Draft International Standard, Programming Language C++, ISO/IEC FDIS

14882:1998(E). References herein to the "C++ Standard," or to just the "Standard," are to this document.

Chapter 2: Data Layout

2.1 General

In what follows, we define the memory layout for C++ data objects. Specifically, for each type, we specify the

following information about an object O of that type:

the size of an object, sizeof(O);

the alignment of an object, align(O); and

the offset within O, offset(C), of each data component C, i.e. base or member.

For purposes internal to the specification, we also specify:

dsize(O): the data size of an object, which is the size of O without tail padding.

nvsize(O): the non-virtual size of an object, which is the size of O without virtual bases.

nvalign(O): the non-virtual alignment of an object, which is the alignment of O without virtual bases.

2.2 POD Data Types

The size and alignment of a type which is a POD for the purpose of layout is as specified by the base (C) ABI.

Type bool has size and alignment 1. All of these types have data size and non-virtual size equal to their size.

(We ignore tail padding for PODs because the Standard does not allow us to use it for anything else.)

2.3 Member Pointers

A pointer to data member is an offset from the base address of the class object containing it, represented as a

ptrdiff_t. It has the size and alignment attributes of a ptrdiff_t. A NULL pointer is represented as -1.

A pointer to member function is a pair as follows:

ptr:

For a non-virtual function, this field is a simple function pointer. (Under current base Itanium psABI

conventions, that is a pointer to a GP/function address pair.) For a virtual function, it is 1 plus the virtual

table offset (in bytes) of the function, represented as a ptrdiff_t. The value zero represents a NULL

pointer, independent of the adjustment field value below.

adj:

The required adjustment to this, represented as a ptrdiff_t.

It has the size, data size, and alignment of a class containing those two members, in that order. (For 64-bit

Itanium, that will be 16, 16, and 8 bytes respectively.)

2.4 Non-POD Class Types

For a class type C which is not a POD for the purpose of layout, assume that all component types (i.e. proper

base classes and non-static data member types) have been laid out, defining size, data size, non-virtual size,

alignment, and non-virtual alignment. (See the description of these terms in General above.) Further, assume
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for data members that nvsize==size, and nvalign==align. Layout (of type C) is done using the following

procedure.

Initialization

Initialize sizeof(C) to zero, align(C) to one, dsize(C) to zero.1.

If C is a dynamic class type:

Identify all virtual base classes, direct or indirect, that are primary base classes for some

other direct or indirect base class. Call these indirect primary base classes.

a.

If C has a dynamic base class, attempt to choose a primary base class B. It is the first

(in direct base class order) non-virtual dynamic base class, if one exists. Otherwise, it is

a nearly empty virtual base class, the first one in (preorder) inheritance graph order which

is not an indirect primary base class if any exist, or just the first one if they are all indirect

primaries.

b.

If C has no primary base class, allocate the virtual table pointer for C at offset zero, and

set sizeof(C), align(C), and dsize(C) to the appropriate values for a pointer (all 8 bytes for

Itanium 64-bit ABI).

c.

2.

 Case (2b) above is now considered to be an error in the design. The use of the first indirect

primary base class as the derived class' primary base does not save any space in the object, and will

cause some duplication of virtual function pointers in the additional copy of the base classes virtual

table.

The benefit is that using the derived class virtual pointer as the base class virtual pointer will often save

a load, and no adjustment to the this pointer will be required for calls to its virtual functions.

It was thought that 2b would allow the compiler to avoid adjusting this in some cases, but this was

incorrect, as the virtual function call algorithm requires that the function be looked up through a pointer

to a class that defines the function, not one that just inherits it. Removing that requirement would not be

a good idea, as there would then no longer be a way to emit all thunks with the functions they jump to.

For instance, consider this example:

struct A { virtual void f(); };
struct B : virtual public A { int i; };
struct C : virtual public A { int j; };
struct D : public B, public C {};

When B and C are declared, A is a primary base in each case, so although vcall offsets are allocated in

the A-in-B and A-in-C vtables, no this adjustment is required and no thunk is generated. However,

inside D objects, A is no longer a primary base of C, so if we allowed calls to C::f() to use the copy of

A's vtable in the C subobject, we would need to adjust this from C* to B::A*, which would require a

third-party thunk. Since we require that a call to C::f() first convert to A*, C-in-D's copy of A's vtable is

never referenced, so this is not necessary.

I.

Allocation of Members Other Than Virtual Bases

For each data component D (first the primary base of C, if any, then the non-primary, non-virtual direct

base classes in declaration order, then the non-static data members and unnamed bitfields in declaration

order), allocate as follows:

If D is a (possibly unnamed) bitfield whose declared type is T and whose declared width is n bits:

There are two cases depending on sizeof(T) and n:

1.

II.
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If sizeof(T)*8 >= n, the bitfield is allocated as required by the underlying C psABI,

subject to the constraint that a bitfield is never placed in the tail padding of a base class

of C.

If dsize(C) > 0, and the byte at offset dsize(C) - 1 is partially filled by a bitfield, and that

bitfield is also a data member declared in C (but not in one of C's proper base classes),

the next available bits are the unfilled bits at offset dsize(C) - 1. Otherwise, the next

available bits are at offset dsize(C).

Update align(C) to max (align(C), align(T)).

a.

If sizeof(T)*8 < n, let T' be the largest integral POD type with sizeof(T')*8 <= n.

The bitfield is allocated starting at the next offset aligned appropriately for T', with length

n bits. The first sizeof(T)*8 bits are used to hold the value of the bitfield, followed by n
- sizeof(T)*8 bits of padding.

Update align(C) to max (align(C), align(T')).

b.

In either case, update dsize(C) to include the last byte containing (part of) the bitfield, and update

sizeof(C) to max(sizeof(C),dsize(C)).

If D is not an empty base class or D is a data member:

Start at offset dsize(C), incremented if necessary for alignment to nvalign(D) for base classes or

to align(D) for data members. Place D at this offset unless doing so would result in two

components (direct or indirect) of the same type having the same offset. If such a component

type conflict occurs, increment the candidate offset by nvalign(D) for base classes or by align(D)

for data members and try again, repeating until success occurs (which will occur no later than

sizeof(C) rounded up to the required alignment).

If D is a base class, this step allocates only its non-virtual part, i.e. excluding any direct or

indirect virtual bases.

If D is a base class, update sizeof(C) to max (sizeof(C), offset(D)+nvsize(D)). Otherwise, if D is

a data member, update sizeof(C) to max (sizeof(C), offset(D)+sizeof(D)).

If D is a base class (not empty in this case), update dsize(C) to offset(D)+nvsize(D), and

align(C) to max (align(C), nvalign(D)). If D is a data member, update dsize(C) to

offset(D)+sizeof(D), align(C) to max (align(C), align(D)).

2.

If D is an empty proper base class:

Its allocation is similar to case (2) above, except that additional candidate offsets are considered

before starting at dsize(C). First, attempt to place D at offset zero. If unsuccessful (due to a

component type conflict), proceed with attempts at dsize(C) as for non-empty bases. As for that

case, if there is a type conflict at dsize(C) (with alignment updated as necessary), increment the

candidate offset by nvalign(D), and try again, repeating until success occurs.

Once offset(D) has been chosen, update sizeof(C) to max (sizeof(C), offset(D)+sizeof(D)). Note

that nvalign(D) is 1, so no update of align(C) is needed. Similarly, since D is an empty base

class, no update of dsize(C) is needed.

3.

After all such components have been allocated, set nvalign(C) = align(C) and nvsize(C) = sizeof(C). The

values of nvalign(C) and nvsize(C) will not change during virtual base allocation. Note that nvsize(C)

need not be a multiple of nvalign(C).

Virtual Base Allocation

Finally allocate any direct or indirect virtual base classes (except the primary base class or any indirect

III.
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primary base classes) as we did non-virtual base classes in step II-2 (if not empty) or II-3 (if empty), in

inheritance graph order. Update sizeof(C) to max (sizeof(C), offset(D)+nvsize(D)). If non-empty, also

update align(C) and dsize(C) as in II-2.

The primary base class has already been allocated in I-2b. Any indirect primary base class E of the

current class C, i.e. one that has been chosen as the primary base class of some other base class

(direct or indirect, virtual or non-virtual) of C, will be allocated as part of that other base class, and is not

allocated here. If E is a primary base class of more than one other base, the instance used as its

allocation in C shall be the first such in the inheritance graph order.

Consider:

  struct R { virtual void r (); };
  struct S { virtual void s (); };
  struct T : virtual public S { virtual void t (); };
  struct U : public R, virtual public T { virtual void u (); };

R is the primary base class for U since it is the first direct non-virtual dynamic base. Then, since an

inheritance-order walk of U is { U, R, T, S } the T base is allocated next. Since S is a primary base of T,

there is no need to allocate it separately. However, given:

  struct V : public R, virtual public S, virtual public T {
    virtual void v ();
  };

the inheritance-order walk of V is { V, R, S, T }. Nevertheless, although S is considered for allocation

first as a virtual base, it is not allocated separately because it is a primary base of T, another base.

Thus sizeof (V) == sizeof (U), and the full layout is equivalent to the C struct:

  struct X {
    R r;
    T t;
  };

Finalization

Round sizeof(C) up to a non-zero multiple of align(C). If C is a POD, but not a POD for the purpose of

layout, set nvsize(C) = sizeof(C).

IV.

2.5 Virtual Table Layout

2.5.1 General

A virtual table (vtable) is a table of information used to dispatch virtual functions, to access virtual base class

subobjects, and to access information for runtime type identification (RTTI). Each class that has virtual

member functions or virtual bases has an associated set of virtual tables. There may be multiple virtual tables

for a particular class, if it is used as a base class for other classes. However, the virtual table pointers within

all the objects (instances) of a particular most-derived class point to the same set of virtual tables.

A virtual table consists of a sequence of offsets, data pointers, and function pointers, as well as structures
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Correctness of the common vendor ABI layout algorithm

Theorem

This algorithm satis�es the 26 su�cient conditions for the correctness of

object layout. Thus, it can be fed to the compiler to obtain a veri�ed

compiler preserving the semantics of programs.

Object layout entirely proved except a controversial optimization on virtual

primary bases.
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Extension: an optimized layout algorithm

We developed an extension of this algorithm to allow further reusing of the
tail paddings of non-virtual bases and �elds.

struct Z : { };
struct A1 : Z { };
struct A2 : Z { };
struct B : A1, A2 { char b };
struct D : B { char d };

b d

B

A1A2

b d

A1A2

Common Vendor ABI

Our optimizations
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Extension: an optimized layout algorithm

Theorem

This extended algorithm satis�es the 26 su�cient conditions for the

correctness of object layout. Thus, it can be fed to the compiler to obtain

a veri�ed compiler preserving the semantics of programs.

The proof is simpler as the algorithm behaves very closely to the conditions.

Ramananandro & al. (INRIA, TAMU) Formal verif. of object layout for C++ January 26th, 2011 26 / 43



Outline

1 Formalization of the layout of C++ classes

2 Formal semantics of C++ object model

3 Real-world layout algorithms

4 Conclusion and perspectives
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Summary

A general formal model for C++ object-oriented features

First machine-checked formalization of su�cient conditions for layout
parameters guaranteeing semantics preservation

First machine-checked correctness proof of a commonly used layout
algorithm

Suggests and justi�es further optimizations

Positive feedback from C++ Standard Committee
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Ongoing and future work

Ongoing work:

Even better layout algorithms (bidirectional, etc.)

Semantics and compilation of construction and destruction

Future work:

Concrete representation of virtual tables

Dream of a veri�ed C++ compiler in the style of CompCert
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Thank you for your attention

Coq development fully available on the Web:
http://gallium.inria.fr/~tramanan/cxx/object-layout

For further information: Tahina.Ramananandro@inria.fr

Figure: Field layout in Texas
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Virtual primary bases

struct A { virtual void f(); };
struct V : virtual A { };
struct C : virtual A { };
struct B1 : virtual V { };
struct B2 : virtual V { };
struct D : C ,B1,B2 { };

A

V

B1 B2C

D

C B1 B2 A V

C B1 B2 VA

C B1 B2A V

C B1 B2VA

C B1 B2A V

Back
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Buggy EBO implementations

MetroWerks CodeWarrior C++ 4.0 and IBM too agressive, fail to
enforce object identity (http://www.cantrip.org/emptyopt.html)

Excerpt from http://bytes.com/topic/c/answers/

129536-multiple-inheritance-size-problem):

struct Empty {};

struct Derived: Empty {

Empty value;

};

Derived d;

Microsoft Visual C++ 7.1 and Borland C++ Builder 5.x erroneously
give ((Empty*) &d) == &d.value
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Unfaithful implementations of Common Vendor ABI

Excerpt from Mark Mitchell,
http://gcc.gnu.org/ml/gcc/2002-08/msg01640.html

struct A { virtual void f(); char c1; };

struct B { B(); char c2; };

struct C : public A, public virtual B {};

GNU GCC 3.2 does not reuse the alignment tail padding of A for B as
required by the ABI.
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Sizes

(C1) dnvbo�C (B) + nvsizeB ≤ nvsizeC
if B direct non-virtual base of C

(C2) fo�C (f ) + fsize(f ) ≤ nvsizeC if f �eld of C

(C3) vbo�C (B) + nvsizeB ≤ sizeC
if B generalized virtual base of C

(C4) dsizeC ≤ sizeC

(C5) 0 < nvsizeC
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Field separation

(C6) [dnvbo�C (B1), dnvbo�C (B1) + nvdsizeB1
)

# [dnvbo�C (B2), dnvbo�C (B2) + nvdsizeB2
)

if B1, B2 distinct non-empty non-virtual direct bases of C

(C7) dnvbo�C (B) + nvdsizeB ≤ fboundaryC
if B non-empty non-virtual direct base of C

(C8) fboundaryC ≤ fo�C (f ) if f relevant �eld of C

(C9) [fo�C (f1), fo�C (f1) + fdsize(f1))
# [fo�C (f2), fo�C (f2) + fdsize(f2))

if f1 and f2 are distinct relevant �elds of C

(C10) fo�C (f ) + fdsize(f ) ≤ nvdsizeC if f relevant �eld of C

(C11) fboundaryC ≤ nvdsizeC

(C12) [vbo�C (B1), vbo�C (B1) + nvdsizeB1
)

# [vbo�C (B2), vbo�C (B2) + nvdsizeB2
)

if B1, B2 distinct non-empty generalized virtual bases of C

(C13) vbo�C (B) + nvdsizeB ≤ dsizeC
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Field alignment � Dynamic type data
Field alignment

(C14) (falign(f ) | fo�C (f )) and (falign(f ) | nvalignC )
if f �eld of C

(C15) (nvalignB | dnvbo�C (B)) and (nvalignB | nvalignC )
if B non-virtual base of C

(C16) (dtdalign | nvalignC ) if C is dynamic

(C17) (nvalignB | vbo�C (B)) and (nvalignB | alignC )
if B is a generalized virtual base of C

(C18) (alignC | sizeC )

Dynamic type data

(C19) dtdsize ≤ fboundaryC

(C20) pbaseC = ∅ ⇒ dtdsize ≤ dnvbo�C (B)
if B is a non-empty non-virtual direct base of C

(C21) pbaseC = {B} ⇒ dnvbo�C (B) = 0
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Identity of subobjects
ebo�sC =def

⋃
B∈vbasesC∪{C}

vbo�C (B) + nvebo�sB

nvebo�sC =def if C is empty then {(C , 0)} else ∅
∪

⋃
B∈dnvbasesC

dnvbo�sC (B) + nvebo�sB

∪
⋃

(f ,B,n)∈st�eldsC
0≤i<n

fo�C (f ,B, n) + i · sizeB + ebo�sB

(C22) C non-empty⇒ 0 < nvdsizeC

(C23) (dnvbo�C (B1) + nvebo�sB1
)

# (dnvbo�C (B2) + nvebo�sB2
)

if B1, B2 distinct non-virtual bases of C

(C24) (dnvbo�C (B1) + nvebo�sB1
)

#
⋃

0≤j<n

fo�C (f ,B2, n) + j · sizeB2
+ ebo�sB2

if B1 non-virtual base of C and (f ,B2, n) structure �eld of C

(C25)
⋃

0≤j1<n1

fo�C (f1,B1, n1) + j1 · sizeB1
+ ebo�sB1

#
⋃

0≤j2<n2

fo�C (f2,B2, n2) + j2 · sizeB2
+ ebo�sB2

if (f1,B1, n1) and (f2,B2, n2) distinct structure �elds of C

(C26) (vbo�C (B1) + nvebo�sB1
) # (vbo�C (B2) + nvebo�sB2

)

if B1, B2 distinct generalized virtual bases of C

Back
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Thank you for your attention

Tahina.Ramananandro@inria.fr

http://gallium.inria.fr/~tramanan/cxx/object-layout
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